
Building an enterprise Building an enterprise 

monitoring system using monitoring system using LinuxLinux  

and open source toolsand open source tools



A system that will monitor the state of servers , 
services and devices in our local or collocated 

network environment  

Nagios : will monitor hosts services and resources

Syslog: will collect log data from remote hosts 

Swatch: will monitor the logs   

Our ObjectiveOur Objective:

Our Tools:Our Tools:



NAGIOSNAGIOS
● Monitor Hosts , services and resources

● Notify contacts on any problems 
● And More ( which we will not cover ) 



Nagios ComponentsNagios Components

Nagios Daemon :
- schedules & performs hosts and service check 
- notify contacts of events
- execute event handlers 

Nagios CGI's  :
- displays hosts and services status
- enable/disable notifications
- schedule downtime and add comments to hosts
- annoy everyone around you using alerts ....

Nagios Plugins :
- perform service checks on remote hosts

Nagios Remote Plugins :
- perform local resource checks on remote hosts



Installation Installation 
● Get source or rpm from www.nagios.org



Nagios Configuration overview:Nagios Configuration overview:

nagios.cfg – main config file ,affects how nagios operates 

cgi.cfg – contain directives used by the web interface 

resource files –  used to store custom configuration information 
not available to the cgi's ( macros, db settings etc )

object files – these contain host,service,contact and time
 period information

Note: a working apache server is needed for the web interface 

/usr/local/nagios/
bin/ - contains nagios core program
etc/ - contains config files
sbin/ - contains nagios CGIs
share/ -contains web interface html and online documentation
var/  - contains log files 
libexec/ - contains nagios plugins

ConfigConfig Files Files

extended information  files - are used to define additional 
information for hosts and service ( icons , description etc ) 



Nagios.cfg  Nagios.cfg  

File contains A LOT of directives but the sample file is 
well documented and will work “ out of the box”

A few notes:A few notes:
● _file settings = these directive are used to point nagios to the  

correct config file locations
cfg_file=/usr/local/nagios/etc/hosts.cfg 

●check_external_commands=0 – set this to 1 to enable web 
  interface commands

● command_file=/usr/local/nagios/var/rw/nagios.cmd – this files  
  must be writeble by the web server user ( apache on redhat , 
  www-data on woody ) 

● interval_length=60 - the seconds per unit interval as used in the
  host/contact/service configuration files

● enable_flap_detection=0 – flap detection will supress 
notifications
  when a host or service changes between states too frequently 



cgi.cfgcgi.cfg

● url_html_path=/nagios -  name of the apache virtual directory
 
● use_authentication=1 – tells nagios to use apache authentication 
  this will determine who can access the web intrface 

● Access control :
authorized_for_system_information=nagiosadmin,theboss,jdoe
authorized_for_configuration_information=nagiosadmin,jdoe
authorized_for_system_commands=nagiosadmin
authorized_for_all_services=nagiosadmin,guest
authorized_for_all_hosts=nagiosadmin,guest
authorized_for_all_service_commands=nagiosadmin
authorized_for_all_host_commands=nagiosadmin



Apache configApache config
/nagios dir alias :
 Alias /nagios/ /usr/local/nagios/share/
  <Directory "/usr/local/nagios/share">
    Options None
    AllowOverride AuthConfig
    Order allow,deny
    Allow from all
  </Directory>

/nagios/cgi-bin script alias:
ScriptAlias /nagios/cgi-bin/ /usr/local/nagios/sbin/
<Directory "/usr/local/nagios/sbin/">
    AllowOverride AuthConfig
    Options ExecCGI
    Order allow,deny
    Allow from all
</Directory>

.htaccess:
AuthName "Nagios Access"
AuthType Basic
AuthUserFile /usr/local/nagios/etc/htpasswd.users
require valid-user

create user using htpasswd -c /usr/local/nagios/etc/htpasswd.users username



Define a Time period Define a Time period 

Filename: timeperiods.cfg

# 'workhours' timeperiod definition
define timeperiod{

timeperiod_name workhours
alias "Normal" Working Hours
monday 10:00-16:00
tuesday 10:00-16:00
wednesday 10:00-16:00
thursday 10:00-16:00
friday 09:00-12:00
}

Time periods are used to create different schedules for 
notifications and host/service checks



Define a contact  and contact groupDefine a contact  and contact group

Filename: contacts.cfg
define contact{

contact_name nagios
alias Nagios Admin
service_notification_period 24x7
host_notification_period 24x7
service_notification_options w,u,c,r
host_notification_options d,u,r
service_notification_commands notify-by-email,notify-by-epager
host_notification_commands  host-notify-by-email,host-notify-by-epager
email nagios-admin@localhost.localdomain
pager pagenagios-admin@localhost.localdomain
}

Filename:contactgroups.cfg 
define contactgroup{

contactgroup_name linux-admins
alias Linux Administrators
members nagios
}

A contact definition is used to identify someone who should be contacted 
in the event of a problem on your network 

A contact group definition is used to group one or more contacts 
together for the purpose of sending out alert/recovery notifications



Define a host & hostgroupDefine a host & hostgroup

Filename: hosts.cfg 
define host{

use generic-host
host_name linux1
alias Linux Server #1
address 192.169.1.6
check_command check-host-alive
max_check_attempts 10
notification_interval 0  ; 
notification_period 24x7 
notification_optionsd,u,r  ; 
}

Filename: hostgroups.cfg
define hostgroup{

hostgroup_name linux-boxes
alias Linux Servers
contact_groups linux-admins
members linux1,linux2
}

A host definition is used to define a physical server, workstation, 
device, etc. that resides on your network. 

A host group definition is used to group one or more hosts 
together for the purposes of simplifying notification



Define servicesDefine services  

Filename: services.cfg 

define service{
host_name linux1
service_description PING
check_period 24x7
max_check_attempts 3    
normal_check_interval 5
retry_check_interval 1
contact_groups linux-admins
notification_interval 0
notification_period 24x7
notification_options w,u,c,r 
check_command check_ping!100.0,20%!500.0,60%
}

A service definition is used to identify a "service" that runs on a host



# Service definition
define service{

host_name linux1
service_description HTTP
check_period 24x7
max_check_attempts 3
normal_check_interval 2
retry_check_interval 1
contact_groups linux-admins
notification_interval 0
notification_period 24x7
notification_options w,u,c,r
check_command check_http!-u index.html
}

And another oneAnd another one    



Where did those check_commands come from ?Where did those check_commands come from ?

Check commands  are defined in the .... checkcommands.cfg file
they make use of nagios plugins and the resources files  

# 'check_http' command definition
define command{

command_namecheck_http
command_line $USER1$/check_http -H $HOSTADDRESS$
}

# 'check_ping' command definition
define command{

command_namecheck_ping
command_line $USER1$/check_ping -H $HOSTADDRESS$ 

-w $ARG1$ -c $ARG2$ -p 5
}



Defining a check commandDefining a check command

We need to know two things : macro names and plugin syntax 

Macros are listed in the html documantation that comes with nagios

Plugin syntax is printed when executing a plugin with the  
     -- –help switch 



To summarize check commandsTo summarize check commands 
host_name linux1
check_command check_ping!100.0,20%!500.0,60%

+

Check the host linux1 for ping if response time is over 100.0 miliseconds and 
packet loss is over 20% issue a warning state If the response time is 500 
miliseconds and packet loss is 60% issue a critical state

=

+
define command{
        command_name    check_ping
        command_line    $USER1$/check_ping -H $HOSTADDRESS$
 -w $ARG1$ -c $ARG2$ -p 5
        }



Critical state warning Critical state warning 



Recovery state warning Recovery state warning 



Verify the config Verify the config 

Nagios -v nagios.cfg – will run a check on all services and will 
print a summary of problems it detected.

Oh No ....Oh No ....



Oh Yeah .....Oh Yeah .....



Local Resources Local Resources 

In order to monitor local resources we need to components
1) a daemon ( *nix ) or service ( m$ ) running on the remote hosts
2) a nagios plugin to collect data from the above

nagios web site has a few options for both *nix & m$ addons , I have 
had great success with the following two : 

Statd – will run on almost any unix ( even sco ...) , it is a python 
script that will enable us to monitor the following resources : 
cpu,mem usage,running process,disk space and more 

NSClient – is an nt service which will run on NT4,2000 & 
Xpect Problems ,It will enable us to monitor cpu,mem usage ,
running process ,service states and disk space 



NSclient installNSclient install

● Copy pnsclient.exe to a folder of your choise  and run pnsclient /
install from a command prompt – this will install “netsaint NT 
agent “ service 

● Download and unzip the files 

● sbin/nagios-stat – copy to nagios plugin directory 
( /usr/local/nagios/libexec ) 

● sbin/nagios-statd – runs on the client , should be started on boot ( 
rc.local ) 

● Extract the tar ball

● Verify you have python installed  

Statd installStatd install

● Copy check_nt to nagios plugin directory 
( /usr/local/nagios/libexec ) 



 Sample statd service checkSample statd service check

Filename: checkcommands.cfg 
define command{
        command_name    nagios-stat-disk
        command_line    $USER1$/nagios-stat -d $ARG1$ -w $ARG2$ -c $ARG3$ 
$ARG4$ $HOSTADDRESS$
        }

first we define the check command

then we define a service check

Filename: services.cfg
define service {
  host_name             linux-mail-server
  service_description   /var partition
  check_command         nagios-stat!/dev/ida/c0d0p3!80!90!disk
  max_check_attempts    3
  normal_check_interval 5
  retry_check_interval  1
  check_period          24x7
  notification_interval 0
  notification_period   24x7
  notification_options  w,c,r
  contact_groups        admin
}



 Sample nsclient service checkSample nsclient service check

first we define the check command

then we define a service check

Filename: services.cfg 
define service{
        host_name                       windows mail server ( no , really ) 
        service_description             DISK
        check_period                    24x7
        max_check_attempts              3
        normal_check_interval           10
        retry_check_interval            1
        contact_groups                  admin
        notification_interval           30
        notification_period             24x7
        notification_options            w,c,r
        check_command                   check_nt_disk!C!85%!90%
        }

Filename: checkcommands.cfg
define command {
        command_name    check_nt_disk
        command_line    $USER1$/check_nt -H $HOSTADDRESS$ -p 1248 -v 
USEDDISKSPACE -l $ARG1$ -w $ARG2$ -c $ARG3$
        }



Hey , WAKE UP ! It's almost over ....Hey , WAKE UP ! It's almost over ....

● Use the sample config files as reference
● READ the documentation  

● Stuck ? Try the FAQ   

● Setup done ? Start tweaking ... 

● Tweaking done ? Read the documentation again !
● Dependencies
● Escalations
● Templats
● Icons
● Wap
● And more ...

●  $SRC/daemon-init is a start/stop script you can use  

● Feel free to contact me : moti@flncs.com 

● Monitor the monitor !  



Syslog Server Syslog Server 

Any host running syslogd can be a syslog server
● Linux  – syslogd -r  ( usually )  

●edit syslogd.conf 
● Mail.*  @hostname – direct all mail messages to hostname
● Kern.* @hostname – direct all kernel messages to hostname
● *.* @hostname – will direct all traffic to host name
● Restart syslogd 

Syslog Client - Unix Syslog Client - Unix 



● M$ clients – use ntsyslog ( ntsyslog.sourceforge.net )
● Unzip files to %windir%
● Run ntsyslog –install
● Use gui ( ntsyslogctrl.exe) to configure 

Syslog Client - microsoftSyslog Client - microsoft



Swatch – the simple logfile watcherSwatch – the simple logfile watcher

● Setup is similar to a cpan module ( you can use apt or rpm )  
● Unzip
● perl Makefile.pl
● Make
● Make install
● Make realclean

Swatch – syntax and optionsSwatch – syntax and options

Pattern: any pattern perl will accept
action: echo,bell – swatch must be running in foreground  
           exec,system,mail,pipe,write – can run in daemon mode
option: throttle,when

Watchfor/Ignore /pattern/
action
options



Swatch examplesSwatch examples

watchfor   /\'su root\' failed/
   echo bold
   mail =me\@dom.com,subject=Failed root password 
   throttle 30:00

watchfor   /Sense Key: Media Error/
 exec echo $0 | mail -s\"syslog alert: disk errors\”admin@email
 throttle 30:00

watchfor   /\'Unsuccessful NTLM logon\' failed/
   echo bold
   mail =me\@dom.com,subject=Failed nt login  
   throttle 30:00

watchfor   /\proftpd.*- no such user 'anonymous'/
   mail =me\@dom.com,subject=ftp pub scan
   



Wait a sec , that was too easy !Wait a sec , that was too easy !

That's why it's called simple logfile watcher

- syslog-ng 
- mysql 
- stunnel 



Final WordsFinal Words

I'd rather have a bottle in front of me than a frontal lobotomy 

Thank you Thank you 


